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&% Internet Information Services Lockdown Wizard =]

Welcome to the Internet

Information Services Lockdown

Wizard

Thiz wizard helpz pou configure your zerver ta offer only the

features required for its role on pour nebwork, rou can uze

thiz wizard to dizable ar remove unneceszarny lhternet

Information Services [[15] features that might posze a security

rizh.

After running the wizard, tegt the server to enzure that the

rniews configuration iz correct. [F it iz not, you can use this

wizard ko undo the most recent changes.

Important; Usge of this tool does not replace the need for

tirnely inztallation of zervice packs and hotfixes.

To continue, click Mesxt,

Help I
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B Internet Information Services Lockdown Wizard

Pleaze read the following icenze agreement:

Ficrogoft 15 Lockdown “wizard -
EMD-USER LICEMSE AGREEMEMT

IMPORTANT2IEAD CAREFIULLY: Thiz End-User Licenze
Agreement [SLULAT iz a legal agreement between vou [either
an indiwvidual or a zingle entity] and Microzaft Corporation for
the Microzoft zoftware product identified abowe, which
includes computer software and may include associated
media, printed materials, and ¥ nline Por electronic
documentation [Sfroduct?. YOU AGREE TO BE EOUMD BY
THE TERMS OF THIS EULA BY INSTALLING, COPYIMG,
OR OTHERWISE USIMNG THE PRODUCT. IFYOU DO MOT
AGREE.YwOU ARE MOT AUTHORIZED TO IMSTALL OR
USE THE PRODUCT.

1. GRAMT OF LICEMSE. Microzaft grants you the
fallowing rightz prowided that you cormply withe all termz and
c:u:un-:lltu:ms of thiz ELILA:

Installation and use. vou may install and use the ;I

| don't agree

< Back I Hext > I Cancel I Help
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% Internet Information Services Lockdown Wizard

Select Server Template

i

ou can easily configure this server by zelecting the template that most closely qj'

matches itz role.

i

Select the template that most clozely matches the role of this server. To wiew the zettings for this
template, select the Yiew template settings check box. and then click Mext.

Server templates:

Exchange Server 5.5 [Qutlook ‘wWeb Access) ;I
Euchange Server 2000 (04, PF Management, IM, SMTE, NHTP)
SharePoint Portal Server

FrontPage Server Extenzions

SharePaint Team Semvices

BizT alk. Server 2000

Commerce Server 2000

Prosy Server

Static Web zErver

Other [Ser'-.-'er that doez not match any of the listed roles)
Semrver that does not require 115

W Wiew template settings
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% Internet Information Services Lockdown Wizard x|
Internet Services =
Services that are already selected are recommended for this zerver template. -:T‘-g

Select the Internet zervices ko enable on this server. Services not selected will be disabled.

¥ ‘wieb zervice [HTTR)
Thiz gervice uzez HTTP to rezpond to eb client requestz on a TCPAP network.
¥ Eile Transfer zervice [FTP)

Thiz gervice supports the creation of File Transfer Protocol [FTR) sites used to transfer
filez to and from the [nternet.

[T E-mail zervice [SMTP]

Thiz zervice uges the Simple b ail Transfer Protocal [SMTF] to 2end and receive e-mail
MESZA0ES.

[T Hews service [HMTF]
Thiz service uzes the Metwork Hews Transpart Brotozal,

[~ Bemove unzelected zervices

< Back I Ment » I Cancel Help

LICtH.



% Internet Information Services Lockdown Wizard x|

Script Maps
Because soript maps can pose a securnity risk, vou can dizable them on this server. -:T_

Dizable support for the selected script maps:

[~ Active Server Fages [.aspf

[+ |ndex Server Web Interface [idg, hbw, ida]
[+ Server side includes [ shtml, . zhtm, stm)

[+ Intermet Data Connector [idc)
[+ HTR zcripting [.htr]

[+ Intermet printing [.prinker]
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% Internet Information Services Lockdown Wizard

Additional Security )
Y'ou can make additional changes to thiz server for added security. -_.I.

Femove the zelected virtwal directories from this server [items that appear unavailable
have already been removed]:

: [+ Scripts
¥ M3aDC W 115 Admin
v 1I5Help

Set file permizzions bo prevent anonymous |15 wzers from performing thesze actions:
¥ Running system utilities [for example, Cmd.exe, Thp.exe]

[V ‘witing to content directonies

[+ Dizable web Distributed Authoring and Yersioning [ ebDdy)

< Back I Ment » I Cancel Help
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% Internet Information Services Lockdown Wizard

>
Ol

URLScan -:':;.-}
JRLSzan improves the securty of thiz server. -_.I-"_h_

IURLScan screens all incoming requests to this server and filkers them baszed on a zet of
rules. You can customize the rulez bazed an the rale of your server.

[+ dnstall URLSzan filker on the sermved

Important; The server template that vou've selected choozes a filter configuration that most clozely
matches pour server enviranment, Far same server environments, it may enable functionality pou da
nat require, for others it may dizable functionality pou need. After completing the Internet Infarmation
Services Lockdown Wizard, Microzoft recommends pou read the URLzcan documentation, and tune
the IR LS zar.ini file to meet vour specific heeds. |n addition, remember that no ool replaces the
need for timely installation of service packs and hotfises. For more information, click Help.
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% Internet Information Services Lockdown Wizard x|
Ready to Apply Settings =
Y'ou can now apply the security settings you selected. -.'T??:l'
)

Selected changes:

Dizable Internet Data Connector [idc]' zcrpt map ;I
Dizable '‘Server zide includes [ shtml, ghtm, tm)]’ zcript map

Dizable "HTR scripting [kt zcript map

Dizable Internet printing [ printer]* script map

Femove the printer virtual directan

Dizable 'w'eb Distributed Authoring and Werzioning [webDdi

Set file permizzions ta prevent anonymouz 15 uzers fram writing bo content directonies

Set file permizzions ta prevent anonymous |15 uzers from running system utilities

Install URLS can filker on the server

Remove "Scriptz’ virtual directany LI

To change your selections, click Back. To apply the new settings, click Mest,

Cancel Help

View report £ M 3AolH S AHO RHE AlstS
SE A0l ESUC. 20 W0l oL MAESl=0 0l
29 XE= wwindir%/system32/inetsrv/0Oblt-



% Internet Information Services Lockdown Wizard

Applying Security Settings
Pleaze wait while the wizard applies the secunity settings you selected.

Status:

Removing [15 Samples virtual directan.

Femoving MSADC virtual directary...

Removing Scriptz witual directorn. ..

Femoving |15 Admin wirtual directon. ..

Femaoving [15&dmin web site...

Remaoving [ISHelp wirtual directany...

Denying execute permizsion for spstem utilities to anonpmous user account.. .
Denying wiike permizzions to web content directories to anonpmous user account...
Dizabling smtpeve Semvice. ..

Restarting web zervice. .

Finighed.
Wiew B epart
< Back Cancel Help
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. Internet Information Services Lockdown Wizard x|

This Server Was Already Configured

Thiz zerver waz already configured uzing the Intermet [nformation
Services Lockdown Wizard. To wiew the current zettings, open
the Oblt-lag.log file in the Zwindirzispstemn32Winetsry directan.

To reztore the original settings, click Mext, After theze settings
have been restored, mn this wizard again.
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® Active Server Pages(ASP) : ASP= =& BAMHE I = UM == JI=LLICH ASP I
AZXL QES & M MBOA AT O Z2U2 2= HIML 2AME MEXNAH Ys2F
A S GHESLICH. ASPE M Edte & AMBILE ASPE 222 ot= AUHIALE OWA(Out look Web Access)
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[Infol
ServerTypesNT4=sbs4.5, exchange5.5, frontpage, proxy, staticweb, dynamicweb , other,

iis_uninstalled

frontpage, biztalk, commerce, proxy, staticweb, dynamicweb, other, iis_uninstalled
Unat tendedServer Type=MyCustomServer Template

Unat tended=TRUE

Undo=FALSE

[MyCustomServerTemplate]

label="My Custom Server Template"

Enable_iis_http=TRUE

Enable_iis_ftp= TRUE

Enable_iis_smtp= FALSE

Enable_iis_nntp= FALSE

Enable_asp= TRUE
Enable_index_server_web_inter face= FALSE
Enable_server_side_includes= FALSE
Enable_internet_data_connector= FALSE
Enable_internet_printing= FALSE
Enable_HTR_scripting= FALSE
Enable_webDAV= FALSE
Disable_Anonymous_user_system_utility_execute_rights= TRUE
Disable_Anonymous_user_content_directory_write_rights= TRUE
Remove_iissamples_virtual_directory=TRUE
Remove_scripts_directory=TRUE
Remove_MSADC_virtual_directory=TRUE
Remove_iisadmin_virtual_directory=TRUE
Remove_iishelp_virtual_directory=TRUE
UrIScan_Instal I=DISABLED
UrIScan_IniFilelLocation=

AdvancedSetup =

Uninstal IServices=TRUE

Server Types=MyCustomServerTemplate, sbs2000, exchange5.5, exchange2k, sharepoint_portal,

>
m

1. iislockd.ini ct= 0IEE JI&l HIAE Mg otSD| ol 3
2. UnattendedServerTypelll &ol= AW HEXS LHASHCE. 2H2F dynamicweb &Y
CtS1F &0] otH =,

Unat tendedServer Type=dynamicweb

H=2dse =



3. Unattended gt= TRUEZ BZetCt. Btef, US0l &EHE = =cld® Undo= TRUEZ & & oHOF
Unat tended=TRUE
Undo=TRUE

4. [DynamicWeb] =20 A Jdt= 282 25 FHEHCE.
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URLscan2 & &tst URL Ol OFt:l %%cc 121 cmd.exe
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